
Course Syllabus

Course Title:

Cyber Security Awareness

Instructor:  

John N. Johnson, CISSP, CEH, SEC+

Time Allotted:
16 Hours

Instructor Aids:
Digital Projector
Student Materials:
Group access to a computer for research
Application:
Students will discuss and participate in course to the satisfaction of the instructor to ensure understanding of the goals and objectives.  No formal application of knowledge required during class. 

Evaluation:

To Be Determined
References:
The Art of War for Security Managers: 10 Steps to Enhancing Organizational Effectiveness 
By Scott Watson  

Butterworth-Heinemann (June 12, 2007).  

ISBN 0750679859



Influence: The Psychology of Persuasion



By Robert B. Cialdini




Collins; Revised edition (October 7, 1998)



ISBN 0688128165



CISSP All-In-One Exam Guide, Fifth Edition




By Shon Harris




McGraw-Hill Osborne Media; 5th edition (January 15, 2010)



ISBN 0071602178
Prerequisite Experience of the Learners:
 Employees or associates who have access to information systems, data, or other assets by virtue of employment with the organization.
Course Terminal Objectives:   The objective of this course is to impart essential knowledge to employees to leverage best practices, regulatory requirements, and knowledge of real-world attacks to improve the overall security posture of the organization. The key objective in any security program is the modification of employee behavior. You can't make people actively secure information – they must want to. So you need to help them understand why it's important to them on a personal level and to the organization on an operational level.  Employees are more likely to forget or ignore advice that has no relevance to their job. It's therefore important that employees make the connection between the lessons taught and the tasks at hand. 

Another important objective of awareness training is employee understanding that management, at all layers, fully supports the information security program.  Without strong evidence of management support, security efforts will be weakened and attention to information provided during awareness sessions will be less than enthusiastically received.

Course Agenda
Day 1
Module 1

Introduction
0800-0850

Introductions of Instructor, Staff, and Participants



Discussion of Course Goal




Course Learning Objectives

0850-0900

Break

Module 2

Legislative and Regulatory Requirements

0900-0950

Legislative and regulatory briefing
What are policies, standards, guidelines, and procedures?

Policies and Standards
Guidelines and Procedures
Compliance Audits

Recent incidents and outcomes

0950-1000

Break

Module 3

Introduction to Security Awareness
1000-1130 What is Security Awareness?  




Awareness versus Training




What is Information Security? 




Creating a Culture of Security
Risk Management



Incident Response (What to do and who to call)





Defense in Depth



Information Classification
1130-1230 Lunch

Module 4

Security of the Physical Environment
1230-1320 Physical Security



Preventative Controls (Doors, Windows, Lighting, Fencing)




Detective Controls (Guards and Guard Dogs, Alarms, Cameras)



Corrective Controls (Policies, Recovery Methods)




Workspace Management




Badging and Personal Responsibility




Intelligence Gathering

Disclosure of Information through Public Resources (Google Earth, etc)

1320-1330

Break

1330-1420

Document Management




Record Retention




Secure Deletion of Non-Sensitive Information (Hard and Soft Copies)




Secure Destruction of Confidential Information (Hard and Soft Copies)



Data Residuals



Dumpster Diving   

1420-1430

Break

Module 5

Security of the Logical Environment
1430-1520

Desktop Computers – Operating Systems and Applications




Laptop Computers and Mobile Devices



Shoulder Surfing



Key Loggers (Hardware-based and Software-based)
1520-1530

Break

1530-1630 Data Aggregation and Inference




Databases and Shared Folders Access




Social Networking

Day 2
Module 5 (Cont.)
Security of the Logical Environment
0800-0850

Review




Securing Network Infrastructure




Current Attack Methods (Wired Networks)

0850-0900

Break

0900-0950

Wireless Networking




Current Attack Methods (Wireless Networks)
0950-1000

Break




1000-1130

Principals of Authentication




Passwords – Something You Know




Security Tokens – Something You Have




Biometrics – Something You Are

1130-1230

Lunch

Module 6

Current and Emerging Attack Methods
1230-1245

Who, Why, and How?  Historical Perspectives
1245-1310

Social Engineering



Why Attackers Use Social Engineering? 

Goals of the Attacker




The Six Weapons of Influence

The Help Desk – First Line of Attack

Tailgating/Piggy-backing




Pre-Texting




Bating (Candy Drops/Road Apples)




Quid-Pro-Quo




Threats and Intimidation

1320-1330

Break

1330-1420

Social Engineering Exercise




Break-Out Groups & Classroom Debrief




Building the Human Firewall




User Education




Self-Awareness




Critical Thinking




Policies

1420-1430

Break

1430-1520

Viruses, Trojans, and Worms – Oh My!

Spyware

Drive-By Downloads

Botnets – Analysis of Zeus and other botnets

Scareware (Fake AV Software variants)

Spam, Phishing, Spear Phishing, Advanced Persistent Threats
1520-1530

Break

Module 7

Summary and Conclusion
1530-1630

Information Security’s Top 10




Q & A 




Conclusion

14
1

